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2.0

2-1. ZHPHR

@ 2 XMZEL£ 10/100/1000Mbps Ethernet UTP 12Port X2 2 GE SFP 28Port 10GE
4PortZ 0|23810{ Z3H|0|22 M4 t= L2 Switch O|C}.

® Features
- 10/100/1000Base-T + 12Port, 1000Base-LX SFP 28slot X|2 10GE SFP 4slot,

Auto-negotiation, MDI-X
- L2~L4 2|8t ACLS| EE{et AtE
- 160G backplane bandwidth

- IGMP v1/v2/v3, IGMP Snooping X|€

oAl x|

[ |

- |IEEE802.3x Flow Control X|&
- Dynamic Static Routing X| €

- Flow classification based on L2/L3 802.1P/DSCP priority re-labeling, SP, WRR
and “SP + WRR" Flow monitoring and flow shaping QoS X| &

- ERPS/STP/RSTP/MSTP X| ¥
- Console, Telnet, SSH2.0, WEB Management, SNMP v1/v2/v3, RMON X| &
- ZQT £ & 119Mpps O|A X[
@ Application
- CCTV, ITV and Traffic Control System

- Campus Network

- Community Network

- Security System
- Process Control and Monitoring System

® Option(SFP BI-DI Transceiver)

AMI-LXWA

4MI-LXWB

4MI-LX20

4MI-LR10G

1310/1550nm
1550/1310nm
1310nm

1310nm

GIOJE &
1.25G
1.25G

1.25G6

10G

Ha7Aa
20Km
20Km

20Km

10Km

Source

FP

DFP

FP

DFP

Optic Power
-10~-3
-10~-3

-10~-7

ZH &= (dBm)

<-22

<-22

<-22

<-22

Connector Type

Lc/PC
Lc/pC
Lc/PC

Lc/pC

Hegoropey

pr—C)
4M|Tech

<YHIAT (T HR/E)>

.a

6/30

<Dimensions>
W440 X D290 X H44
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2.0

2-2. Specification

Standard configuration

Flash

DRAM
Forwarding
Backplane
MAC table
Jumbo frame
SRAM Buffer
LED Indicator

Interface

Layer 3 Features

VLAN

Port Aggregation

DHCP
Power Source
Total Power consumption

28 port * 1G SFP, 12 port * 10/100/1000M UTP

4 port * 10GE SFP

1 Console port

256MB

4GB

119Mpps

160Gbps

32K

9K

32MB

Power: PWR (Yellow), System: SYS(Yellow), Network: Link/Act (Yellow),
Fiber port: L/A (Green)

IEEEB02.3X (Full-duplex)

Port temperature protection setting

No connection port automatic sleep

Port green Ethernet Energy-saving setting

Broadcast storm control based on port speed

SFP+ optical port DDMI real-time digital diagnosis

The speed limit of the message flow in the access port, minimum
particle

size is 64Kbps.

L2+ network management

ARP protocol, maximum 1024, entries

IPV4/IPV6 static route/default route

supports up to 128 entries

Layer 3 routing and forwarding, support communication between
different network segments and

different VLANs

Voice VLAN, QinQ configuration, IEEE802.1q

VLAN based on MAC, VLAN based on the protocol

4K VLAN based on port, Port configuration of Access, Trunk, Hybrid
LACP, Static aggregation

Max 22 aggregation groups and 8 ports per group

DHCP Client, DHCP Snooping, DHCP Server, DHCP Relay
AC100~240VAC (auto-adaptable), 50-60Hz

60W

F 31 Zlofoley 7/30

QoS

ACL

Security

Management

Size
Weight
Environment

Package Contents

pr—C)
.4 MJ TEHEWQ

Flow-based Rate Limiting

Flow-based Packet Filtering

8*0Qutput queues of each port7

802.1p/DSCP priority mapping

Diff-Serv QoS, Priority Mark/Remark

Queue Scheduling Algorithm (SP, WRR, SP+WRR)

Port-based Issuing ACL,ACL based on port and VLAN

L2 to L4 packet filtering, matching first 80 bytes message.
Provide ACL based on MAC, Destination MAC address, IP Source,
Destination IP, IP Protocol Type, TCP/UDP Port, TCP/UDP Port
Range, and VLAN, etc.

IP-MAC-VLAN-Port binding

ARP inspection, Anti-DoS attack

AAA & RADIUS, MAC learning limit

Mac black holes, IP source protection

IEEE802.1X & MAC address authentication

Broadcast storm control, Backup for host datum

SSH 2.0,SSL,Port isolation, ARP message speed limit

User hierarchical management and password protection

CPU instant utilization status view

Console/AUX Modem/Telnet/SSH2.0 CLI

One-key recovery, Cable Diagnose, LLDP

Web Management (HTTPS), NTP, System work log, Ping Test
NMS- Smart Network Management System Platform (LLDP+SNMP)
Download & Management on FTP, TFTP, Xmodem, SFTP, SNMP
V1/V2C/V3

440*290*44mm(W*D*H)

4.0Kg

Working temperature: -20 ~ 55°C

Storage temperature: -40 ~ 80C

Humidity: 5-90% Non condensation

Switch Unit * 1
Power Cable * 1
Rack Mount Brackets * 2

Mounting Screws * 10

www.4mitech.co.kr
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J»

@ Web Browser ZAXt0]| AtH|o| |P Q124
(X2]1P:192.168.0.1/24)
@ ArEXt 0|8 Sl H|YHS 2=

(AF2X} 0|2 : admin / H|Z®# S : admin)

rt

& H&0 B2 ol HE
- Speed : 115200

- Data : 8 bit

- Parity : none

- Stop bits : 1 bit

- Flow control : none

19216811

« > c

® 192.168.1.1

pr—C)
.4 MJ TEHEWQ

port coms Now sattng
Speed 115200
Data 8bit v Cancel
parity none
Stop bits: 1bit v Help
Flow control none

Transmit delay

msec/char [0 | msec/line

Device Friendly Name: Prolific PL2303GT USE Serial COM Porti

Device Instance ID: USB#VID_0678&PID_23C3WCHDGB11231¢

Device Manufacturer: Prolific
Provider Name: Prolific
Driver Date: 4-13-2023
Driver Version: 5.1.6.0

< >

9/30
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o

Hl x

Rgotoey
A
[= ]
-t AMI-G2814TFM —+
® AT O|O|X|0f| M 2t ZE AEH 2Ol
&€ > C A =9 e%| 19216811 Y O @ nanes
5 % % = = w = e
> I

: s =) AMjTech I
X HANE ZEO OverstH LE H ol THE ey e e s e e e e e B

2D FX s

= )
- e omaure 4MI-G2814TFM Switch

» Security Configure
»Qos Configure

) Diagnostics
x 0|0| XY LE MEH

»Maintenance

Link Up

-| Link Down

| SFPZE Link Up

Bl <P == Link Down

10/ 30
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4. 4%
4-1. Network Admin

4-1-1. IP Address

® Network Admin > IP configZ 0|&
@ HAHE P =A 9l Subnet Mask /3

® 'Save' HEOC =2 X%

pr—C)
.4 MJ TEHE"Q

AM|Tech ¢

FForEm O
tun

2 [ 8 a 10 12 14
1 3 5 7 b

El 1

18 18 2 2 24 %
15 17 19 7 = 25

27 2

Ll

2 a0 <)

'] 38
@ a5

ar

E]

3 40 2 44
43

41

[ ]
Reset

pInformation & Status
wNetwork Admin

«IF Config

= |P Status

»DHCPServer

= Cloud

= NTP

= Timezone

»SNMP

»RMON

= SysLog
pPort Configure
» Advanced Configure
» Security Configure
» Q0S5 Configure
pDiagnostics
»Maintenance

IP Configuration
Mode [Host |
DNS Server 0 | [No DNS server v|
DNS Server1 | [No DNS server v|
DNS Server 2 ‘Nu DNS server vl
DNS Server 3 \No DNS server V|
DNS Proxy O
IP Interfaces
DHCPv4 1Pv4 [ IPvé
Delete ‘ VLAN }?nable [ Fallback [ Current Lease | Address [ Mask Length | Address [ Mask Length
=] 10 o [192.168.1.1 2a | | | |
Add Interface
IP Routes
[ Delete [ Network [ Mask Length | Gateway | Next Hop VLAN |

12 /29
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4. 4%
4-1. Network Admin

4-1-2. Default Gateway(IP Routing)

® Network Admin > IP ConfigZ 0| &

@ 'Add Route' HE MeEH

® Network £, Subnet Mask 3! Gateway
[EENIE

® 'Save' HEOZ X%

% A7 AN L Q Al ‘Delete’ A 34rA

3gAH 3
‘Save'HE MEH

-
o
e

pr—C)
.4 MJ TEHE"Q

AM|Tech ¢

Fgore O
N

rinformation & Status
+ Network Admin

= [P Config

= |P Status

»DHCPServer

= Cloud

=NTP

= Timezone

FSNMP

PRMON

= SysLog
»Port Configure
pAdvanced Configure
» Security Configure
pQ0S Configure
pDiagnostics
Maintenance

F 4 L] a 10 12 14 18 18 20 F-d 24 2 2 20 k- 3 E] 38 40 42 44
Ty y EEEE EEEEEEEEEEE .
1 a 5 T -] n 13 15 17 13 Fal 2 25 F ] k1l 3 35 a7 ] 41 43 B
IP Configuration
Mode ‘ Host |
DNS Server 0 | | No DNS server v|
DNS Server 1 | [No DNS server v|
DNS Server 2 | [No DNS server v|
DNS Server 3 | | No DNS server v|
DNS Proxy O
IP Interfaces
DHCPv4 IPv4 I IPvE
e ‘ e }7Enable [ Fallback [ Current Lease | Address [ Mask Length | Address [ Mask Length
O 1O o [192.168.1.1 RE |
IP Routes
Delete | Network [ Mask Length | Gateway [ Next Hop VLAN
[ Delete || L | | | [0 |
IP Routes
Delete | Network | Mask Length | Gateway | Next Hop VLAN

J 0.0.00

0

192.166.1.254

0

13/29
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AM|Tech

Hegoropey

4. 4%

4-1. Network Admin

aupE
o R

@ Network Admin > SysLogZ O|& binformation & Status System Log Configuration

4-1-3. System Log

v Network Admin
® Server Mode ‘Enable’ AEH " Conig SeiverMode | | Enabled hd
[N |
o[PS Server Address | |192.168.1.254
»DHCPServer -
@ Log I{EE I:II-O P = Oolzq Syslog Level Informational
o —I‘—‘— =7 = Cloud
«NTP
®@ Syslog Level MEH = Timezone
»SHNMP
' "HE O
® 'Save' HEO 2 X% »RMON
= Syslog
@LOQQOLI »Port Configure s
AM|Tech &
» Advanced Configure T o
» Security Configure
~Information & Status "
L sto | o ) »Q0S Configure T System Log Information Auto-refresh (]
2012 inform &S ] : “Ps
% Log 2212 information & Status » Diagnostics o
- « Detailed SysLog Eianl A“
. »Maintenance e
> SyslLo M 20| D= The total number of entries is 21 for the given level
y g =/ L o = MAC Table
PVLANS StartfomD[1_ |with entries per page
»Ports
X '@t 20| Server Addressol| IPE 2 oy e e T Besiaie
0 o [= ! + Therml Proteciion 1 Informational 1970-01-01T00:00:04+00:00 SYS-BOOTING: Switch just made a cold boot
e 2 Notice 1970-01-01T00:00-04+00:00  LINK-UPDOWN: Interface Vian 1, changed state to down.
N 3 Notice 1970-01-01T00:00:12+00:00 LINK-UPDOWN: Interface GigabitEthemet 1/1, changed state to up.
- 4 Notice 1970-01-01T00:00:16+00:00  LINK-UPDOWN: Interface Vian 1, changed state to up
[e] |'l?_1 H %I' 9.' SyS I (o) g S erve ro‘” A'I E I_O g = Loop Protection 5 Notice 1970-01-01T00:00-31+00.00 LINK-UPDOWN: Interface Vian 1. changed state to up
»Spanning Tree 6 Informational 1970-01-01T00:57:22+00:00 DDMI-MODULE_INSERT_REMOVE: Inserted SFP module on Interface GigabitEthemet 1/22
M a 1 jonal 1970-01-01T00:57:22+00-00 DDMI-TEMPERATURE_CHANGED: Dol temperature changed to REGULAR on Interface GigabitEthernet 1/
. |_ - & Informational 1970-01-01T00:57:22+00:00 DDMI-VOLTAGE_CHANGED: DoM voltage changed to REGULAR on Interface GigabitEthemet 1122
30| 2 I-_ I 9 Informational 1970-01-01T00:57:22+00:00 DDMI-BIAS_CHANGED: DoM Bias changed to REGULAR on Interface GigabitEthernet 1/22
= = o PDHCP 10 Informational  1970-01-01T00:57-22+00:00 DDMI-TX_POWER_CHANGED: DoM Tx Power changed to REGULAR on Interface GigabitEthernet 1/22
»Security 11 Informational 1970-01-01T00:57:22+00.00 DDMI-RX_POWER_CHANGED: Do Rx Power changed to LO ALARM on Interface GigabitEtheret 122
»Q0S 12 Informational 1970-01-01T00:57:24+00:00 DDMI-MODULE_INSERT_REMOVE: Inserted SFP module on Interface GigabitEthemet 1/21
§ 13 Informational 1970-01-01T00:57:24+00:00 DDMI-TEMPERATURE_CHANGED: DoM temperature changed to REGULAR on Interface GigabitEthemet 1/
»Network Admin 14 Informational 1970-01-01T00:57:24+00:00 DDMI-VOLTAGE_CHANGED: DoM voltage changed to REGULAR on Interface GigabitEthernet 1/21
»Port Configure 15 Informational 1970-01-01T00:57:24+00:00 DDMI-BIAS_CHANGED: DoM Bias changed to REGULAR on Interface GigabitEthernet 1/21
S ———— 16 Informational 1970-01-01T00:57:24+00:00 DDMI-TX_POWER_CHANGED: DoM Tx Power changed to REGULAR on Interface GigabitEthernet 1/21
17 jonal 1970:01-01T00:57:24::00.00 DDMI-RX_ POWER CHANGED: DoM Rx Power changed to LO ALARM on Interface GigabitEtheret 1121
d to REGULAR on Interface GigabitEthermet 1/21
I Visual Syslog Server 164 - o X Ld to REGULAR on Interface GigabitEtheret 1/22
d state to up.
A [ <5 4 |
A8 Q.3 © 4
Setup Font Processing  Highlighting Goto new Clear About Termnate
Drsplay
View fie | sysog v
Message fiterng L All messages match
Displaying 2 messages
1 T
Sep 06 16:45:57 |192.168.1.1 7 1970-01-02108:02:53-+08:00 192. 168. 1.1 syslog - ID12 [SWPSE 10C.2F] LINK-CHANGED: Int
Sep 06 16:46:01  192.168.1.1 1 local? notice 1970-01-02708:03:04408:00 192. 168. 1.1 sysiog - ID13 [SWPSE 10C2F] LINK-CHANGED: Inter
UDP 192.168.1.253:514 TCP 192.168.1.253:514 [0] Error tep: Ermor code: 10049 {tcp port 514]

ZAl5|AF ZlojO| &l 14 /29
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4. 4%
4-2, Port Configure
4-2-1.2E ¥H

@ Port Conifgure > Ports MEH

@ P S 2dt= X E 9| Speed Configured
oM 2E Y

® 'Save' HEOS Z X%

% 10G Xl LE = 41, 42, 43, 4481
% HDX = Half Duflex / FDX = Full Duflex

Hegoropey

pr—C)
4M|Tech

2 4 L] a 10 12 14 18 18 20 n 24 2% 28 0 k-] 34 38 38 40 42 44
e
A4AM|Tech °
ot o - -
o 1 3 5 7 B 1 I L - @ m a1 ™ s W @ 4 & et

pInformation & Status
»Network Admin
~Port Configure
= Ports
»Aggregation
= Mirroring
= Thermal Protection
= Green Ethernet
»ODM
pAdvanced Configure
b Security Configure
» QoS Configure
»Diagnostics
rMaintenance

Port Configuration
> _ Speed Dﬁ;"ex Adv speed Flow Control PFC
Port Description Link Curr | Curr .

Current ‘ Configured Felx ‘ Hdx | 10M ‘ 100M ‘ 1G | Enable ‘ Rx T Enable ‘ Priority
* <> A O O 0-7
I (] XX (] 0-7
2 1 @ Do O X X O
3[] @ Down O XX O 0-7
4] 2 | @ Do o x x O
s | @ tom O x x O
6l | @ Down o x x O
A —— O x x O
&l | @ Down o x x O
) E— O x x O
0 | @ Down o x x O
G — O x x O
2 ] @ Do O X X O 0-7
N — 0 x x O
“[ ] @ Do O X X O 0-7
O — 0 x x O
B | @ Do O XX O 0-7
7| @ bom O x x O
[ 1 @ Do O X X O 0-7
[ | @ Down U x X t
2] @ oom O x x O

15/ 29
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4. 4%
4-2, Port Configure

4-2-2. Aggregation_Static

@ Port Conifgure > Aggregation > Static
@MY Y= ZEEZ Group ID HZZ 0|5

® 'Save' HEO 2 X%t

% Aggregation Group S 2 1% FH|0f| =
Y 2YER
FA3|AL ZHoto| Y

pr—C)
4M|Tech

Hegoropey

AMITech ©

IO O

2 2 8 a 0 2 14 8 1 20 = E = E E] = £l £l E a a2 a1
1 a 5 7 a il 13 15 7 18 21 2 25 27 23 a1 el a5 a7 a3 41 “a et

pInformation & Status
»Network Admin

w Port Configure

= Ports
w Aggregation
= Static
=LACP
= Mirroring
= Thermal Protection
= Green Ethernet

Aggregation Mode Configuration

Hash Code Contributors
Source MAC Address
Destination MAC Address
IP Address
TCP/UDF Port Mumber

Aggregation Group Configuration

»DDM Port
» Advanced Configure 3|4|5|Ii|7|I!‘9‘1I]|II|12|13|14|15|1E‘1?‘ |19| | |22| |24‘ ‘25|2?|2|2 |3 | | ‘33‘ |35| |
» Security Configure O ® @ @ @ @ @
» QoS Configure - oNeoNoNeoNOoNoNONORSNONS]
»Diagnostics 2 o«
FMaintenance 3 -
4
5
6 ( (
7 (ONGNON®] (O
8 (@] [oNe] O ¢
5 (@) O O )« ] - OO O O
10 (@] [oNe] O ¢ 8] . QO "]
1 (@] [ON®] - » [ONORNONONONS] (@) SHONON® . »
2 0000 O C O000O00O0O0 OO0 OO C
13 oNeoNeoNeoNeoNoNeNONS] oNeoNoRoRNoNoNeoNeNeNeNONS - O O O O O OO O O OO C
4 000000000 O0O0O00O0O0ODOOO0O o OO0O000DOOOOOO0
15 oNeoNeoNeoNeoNoNeNONS] OO OO0 00000000 (@] INeNONSNS! O OO OO [N ®]
6 000000000 O0O0O0O0O0O0ODOOOO0O0 o OO0O000DOOOOOO0
17 oNeoNeoNeoNeoNoNeNONS] OO O OO0 00000 [ON®] (@] INeNONSNS! O OO OO [N ®]
188 OQ0O0O0CO0OCO0OO0O0 CCOO0O0O0CO0O0O0 ol e] O C c ©C OO0 CCOO0oO0 o O
19 aNeNeNeNeNaNaNaNe] aNeNeNeNeoNaNeNeN®] O OO OO O O O OO O O G O Gy & Oy O (O
Aggregation Group Configuration 3
Port Members —
Group 1‘2‘3 4 15‘15‘17‘18‘19‘20‘21‘22‘23‘24‘25‘25‘2?‘28‘29‘30‘31‘32‘33‘34‘35‘35‘3?‘38‘39‘ ‘
1D
Normal O O O O ®® ONORONONORORORONONORONORORORONORORONONO!
1 @ @ @ @ OO OO0 0000000000000 OoO0O00
2
3
4
5
6
7
8
9
10

16/ 29
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4. 4%

4-2, Port Configure

4-2-3. Aggregation_LACP

@ Port Conifgure > Aggregation > LACP
St= LEQ| LACP Enabled M3

@Hgs @
TP E]

pecificO 2 MEH

X% Role Active - Active=0

Active - Passive =0

Passive - Active = 0

Passive - Passive = X

st ZhH| 9| Key value

pr—C)
4M|Tech

Hegoropey

AMITech ¢

Zgotelm o
n

2 4 [ a 10 12 14 18 18 20 -] 24 28 2 2 a2 S 38 ] 40 42 44
1 3 5 7 El 1 1 15 17 1 El 2 25 2 2 El a3 35 7 £l 4 43 et

pInformation & Status
»Network Admin
wPort Configure
= Ports
~ Aggregation
= Static
=LACP
= Mirroring
= Thermal Protection
= Green Ethernet
»DDM
pAdvanced Configure
» Security Configure
p QoS Configure
pDiagnostics
rMaintenance

LACP Port Configuration

=T R - R R Tt N

Port | LACP Enabled |

000000 o0oo0o0oooo0oocooo0ooOooo

Key [ Role [ Timeout| Prio
[« v| ||<> v [== v|| 32?68|
Active | |[Fast v| | 32788]
Active | |[Fastv| [ 32788|
Active v| [Fastv| | 32768|
Active v| [Fast~| [ 32768
Active v| |[Fast~| [ 32768|
Active | |[Fastv| [ 32788|
Active v| |[Fastv| [ 32788]
Active v| [Fast~| | 32768|
Active v| |[Fast~| [ 32768|
Active v| |[Fast~| [ 32768|
Active | |[Fastv| [ 32788]
Active v| |Fastv| [ 32788]
Active v| |[Fast~| | 32768|
Active v| [Fast~| [ 32768|
Active v]| [Fastv| [ 32768|
Active | |[Fast v| [ 32788
Active v| |[Fastv| [ 32788]
Active | |[Fastv| [ 32788|
Active v| [Fastv| | 32768|
[Active | [Fastv]| | 32768|

17 /29
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4. 8%
4-3. Advanced Configure

4-3-1. Port Isolation

@ Advanced Configure > Port Isolation
> Port Isolation 22 0|5
@ #YS Yot= LEQ| M M3

® 'Save' HEO=Z X%

% Port Isolation 7|52 Ar35tH VLANS
ISR U E M2 CHE ZEQ| Q=

—
o > o
CHIE 2HO| EAIS BEX|EH A Q2

pr—C)
.4 MJ TEHE"Q

4M|Tech °

gl o
wun

.

233333

El

1

14 16 18 20 F-3 24 2 Fl 0 Erl
15 17 19 n = 25

27 E Ell

M ® oM o4 2 u
n 4 .

ar E 41

pinformation & Status
»Network Admin
»Port Configure
w Advanced Configure
« MAC Table
= VLANS
»Voice VLAN
PGVRFP
w Fort Isolation
= Port Group
= Port Isolation
= Loop Protection
»Spanning Tree
HPWC Profile
«MEP
=ERPS
HIGMP Snooping
¥IPVE MLD Snooping
= LDFP
» Security Configure
pQoS Configure
pDiagnostics
»Maintenance

Port Isolation Configuration

Auto-refresh [

Port Number

1]2]3]4]5]6]7]8]0][10][1][12[13[14]15]16]17][18]19]20] 21|22 23]24]25]26] 27| 28] 29]30] 31| 32] 33| 34| 3536 | 37 38 39 [40] 41|42 43 ] 44

dupnuduuNmEEMEEEuO0000000000000000000000000000000

18 /29

www.4mitech.co.kr



Hegoropey

pr—C)
4M|Tech

4. 4%

4-3 Advanced configure 2 ] [ I ] R - T @ W om0 ¥ M 4 2 u
el S MRS .

4M Zgorele O - L

o 1 3 5 7 3 1 R - 7 @m a1 m s W om 4 & Rt

4-3-2, Loop Protection

pInformation & Status

@ Advanced Configure > Loop Protection = *NetwerkAdmin Foop Protection Conflguration

»Port Configure General Settings

: ; Ad d Confi -
@ Global ConfigurationOflA Enable Loop ~ TA77 e - Global Configuration
" e Enable Loop Protection | [Enable v |
= VLANS 0P T
ProtectionZ EnableZ #Y Voice VLAN Transmission Time > seconds
VGVRP Shutdown Time 180 seconds
® S| Action AEH »Port Isolation
= Loop Protection
® 'Save' HEO 2 X%t ¥Spanning Tree Port | Enable | Action [ Tx Mode
»PMC Profile = |<> v|| o v|
.:IFEIES 1 [Shutdown Port v |[Enable v
) »IGMP Snooping 2 [ Shutdown Port v|[Enable v |
X% <Shutdown Port> »IPV6 MLD Snooping 3 [Shutdown Port v |[Enable v|
«LLDP 4 [Shutdown Port v |[Enable +|
Loop ZX|&l X E Shutdown » Security Configure 5 [Shutdown Port v |[Enable v|
»QoS Configure 6 [Shutdown Port v|[Enable v |
» Diagnostics 7 [Shutdown Port v |[Enable v |
»Maintenance 8 [Shutdown Port v |[Enable |
<Shutdown Port and Log> 9 [Shutdown Port | [Enable ~|
10 [Shutdown Port v|[Enable v
Loop &ZX|El X E Shutdown, 2 1 11 [Shutdown Port v|[Enable v|
19 ”m [Chyid Dot | Enakl |
Port [ Enable | Action [ Tx Mode
<Log Only> : [ vl ~]
1 Shutdown Part v |[Enable v |
= Eﬂ- Lal-ljjl 2 Shutdown Port
- Shutdown Port and Log
) & e ek
4 UOTIT U *|| Enable +
5 [Shutdown Port v |[Enable w|
6 [Shutdown Port v |[Enable v|
7 [Shutdown Port v |[Enable v
8 [Shutdown Port v |[Enable w|
9 [Shutdown Port v |[Enable v|
10 [Shutdown Port v |[Enable v|
" [Shutdown Port v |[Enable v
12 [Shutdown Port v |[Enable v|
13 [Shutdown Port ~|[Enable v
14 [Shutdown Port v |[Enable v
15 [Shutdown Port v |[Enable v|
Z AlS|A} ZollO}O|Ell ;
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4-3. Advanced Configure

4-3-3. Spanning Tree Protocol

@ Advanced Configure > Spanning Tree

pPort Configure
> Bridge SettingsZ 0| vAdvanced Configure Protacol Version RSTP v
'\“':'&CN?“"’ Bridge Priority 32768 v
@ Protocol Version &t T Hello Time 2
, , »GVRP Forward Delay 15
® 'Save H'l%QE I'Ixok }Port Isolation Max Age 20
. . = Loop Protection Maximum Hop Count | |20
® Advanced Configure > Spanning Tree ~Spanning Trae Transmit Hold Count | |6

> CIST PortsZ 0|&

= CIST Ports Edge Port BPDU Filtering O
® STP Enabled M| 3EtA X3 T i
Edge Port BPDU Guard O
HPMC Profile Port Error Recovery O
® 'Save’ H‘|§9E x-lxl- « MEP i
— o Port Error Recovery Timeout
=ERFS
»IGMFP Snooping
»PVE MLD Snooping
'>:<' <RSTP> ol 4M Tech S
b Security Configure TwemM o 5
8 L
. . ORI s s s s w m s w o m m om s w s w om = w » 4 o
Rapid Spanning Tree Protocol 'E_ ‘_”
:M'a_grt'os ' S STP CIST Port Configuration
aintenance Network Admin
<MSTP>
wAdvanced Configure 5 =
. X e port [ ST | ‘ Path Cost ‘ Priority ‘ Admin Edge ‘ Auto Edge l%"‘f‘g—m BPDU Guard ‘ Point to-
Multiple Spanning Tree Protocol Vs 0 = =
uitip P 9 »Voics VLAN - [Ao ¥] [128 ] [Non-Edge v| g 0O O Forced True v
»GVRP ”
+Loop Protection ST — " Restricted Point-to-
<~ Spanning Tree Port Enabled ‘ Path Cost ‘ Priority ‘ Admin Edge ‘ Auto Edge lmﬁ{ BPDU Guard ‘ point
% Information & Status > Spanning Tree priin sl ; [ES— e b o 0 [ Y
P 9 e ! (e~ [126 | [NonEdge v O 0 0O [
A AFEH 3HO| |_ +CIST Ports 2 128 v 0o 0 m]
0-" -I STP ol H =2to] jl-s -NISTI Ports 3 [Ato ] [Non-Edge | o O ] [Ae ]
MPMC Profils 4 (Ao v] [NonEdge v] O O [m] [Asto ]|
s 5 o o 0
6 O o O
7 o0 D
: o 0 o
IZZZ“EL’J;?ST““ & [Autov] 126 v]  [NonEdge v| O o 0 [Ado ]
» Diagnostics 10 0 O u]
i o0 D
i2 128 v 0O O u]
13 o o ]
1 o o o
15 Auto W Non-Edge v (m] O (] Auto v
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“a Reset

pInformation & Status
»Network Admin

« Bridge Settings
= MSTI Mapping
= M3TI Priorities

STP Bridge Configuration

Advanced Settings
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4. 47
4_3 Advanced configure 14 16 wooW »m M N @ W @ ¥ ¥ B o4 2 M
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HInformation & Status

@ Advanced Configure > Spanning Tree ) Network Admin Ethernet Rapid Ring Protection Switching | Refresh |
»Port Configure Delete [ Ring ID [ East Port [ West Port | Ring Type | Interconnected Node | Major RRing ID [ Alarm
> CIST PortsZ 0|5 ~Advanced Configure [ Delete | [1 | [13 ] [14 | [Majorv] &] 0 .
N = MAC Table
@ STP Enableddi|A{ IL-II-" X = S| = VLANS | Add New Ring Group | | Save || Reset |
»Voice VLAN
® 'Save' HEOZ HZt »GVRP
. pPort Isolation
@ Advanced COﬂflgUf‘e > ERPSZ Ol% = Loop Protection ® B m = = ®  m m w x ® W @ @ u
, ) ’ »Spanning Tree 3" .\.. -.. ---- HE EEEEENN NN
® 'Add New Ring Group' ~EH MPNIC Profile AMjTech ° 0 B rrrrrrrer
«MEP ] 1 B 18 7 1\ 2 A % 7 m ¥ ™ ¥ ¥ oW 4 & et
® Ring ID(1) / East Port(13) / «ERFS e
o nformation us . .. - —
W P 14) ol }:S:LPMS:DOD;W . — Maintenance Entity Point | Refresh |
est Ort( ) (=l ’LLDF' ERoning }Port Configure Delete [ Instance | Residence Port | Tagged VID | This MAC [ Alarm
. +Advanced Confi Delete | [13 13 3001
@ 'Save' HEOS Z X%  Security Configure WCTe -
[ VLAN Add New MEP | [ S: R
= A-|EH of AL A-I;(-lo ols }Q_oSCon?lgure wmesw_m |E |E|E‘
® Rlng ID H'l °|' 1 1' o= |o } Diagnostics MGVRP
o »Maintenance »Port Isolation
@ RPL ROle / RPL Port ﬁEﬂH %3— I‘I%P ;I;;:a:‘:;tic’ggn
. IPMC Profi
Advanced Configure > MEP2 0|5 iy
»ERPS
XM EH PIGMP Snooping
@ Add New MEP ‘—-I - »IPVE MLD Snooping
. SLLDP
® Instance(13) / Residence Port(13) / b Security Configure
QoS Configure
Tagged VlD(3001) aaﬁ# > X'Iél' »Diagnostics
»Maintenance
M EH
® Add New MEP ‘—-I = Instance State
@ Instance(14) / Residence Port(14) / Protection | East | West | Transmir | SastPort | WlestPort | g | gpLyn. | Noaps | EastPort | WestPort | gop
State Port | Port APS ic;lsve e:;;ve Remaining | blocked Received S;:.ls Stao‘lu - Alarm
olad > X &t
Tagged VID(3001) &= S Protected SF SF SFBPRO 0 [ Blocked Blocked
| Save H Reset |
% <Protection State>
Idle = M4t/ Protected = 2= / pending = 83(201) =
XAl oll Ell
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4-4, Security Configure

441, User(H1E Ma3/123/AH)

@ Security Configure > Users2 0|&

® Add New User XEH

o —
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‘Delete User’ MEH >
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pInformation & Status
»Network Admin
pPort Configure
pAdvanced Configure
« Security Configure

= Users

= Privilege Levels

= S5H

=HTTPS

= Port Security Limit

= Access Management

= B02.1X

PACL

pOHCP

MIPEMAC Source
Guard

FARF Inspection
PAAA
p Q0S5 Configure
pDiagnostics
»Maintenance

Users Configuration

| User Name | Privilege Level |
admin

Add New User

Add User

User Settings

User Name

Password

Password [again)

Privilege Level

0 v

| Save || Reset || Cancel |

22 /29

Edit User
User Settings
User Name |admin |
Password aanas |

sanas

Password (again)

Privilege Level 15

| Save || Reset || Cancel |

Disable User

www.4mitech.co.kr



4. 4%
4-4, Security Configure

4-4-2. ACL

® Security Configure
> ACL > Access Control ListZ2 0| %

@ 2= '+ HE MENSIO] List =D}

G2 AYE HE gl U
® 'Save' HEOZ X%

X 2% 0| A= Host 192.168.1.28t Telnet
T& 8 61838t= ACL H g Of|A|
% ListoflAf 9| '+ BE = 8 2| AE 9| Thg0j

MEAE MY
% ListOllA] Of2H '+ HHE = 2| AE OfX|etoy|
M 2| AE MM
St H = ST 2|AE Up / Down
X X HEQZ T 2| AE AK|
% UC = Unicast
MC = Multicast
BC = Broadcast
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pInformation & Status
rNetwork Admin

ACE Configuration

pPort Configure All
pAdvanced Configure Port 1
~ Security Configure Ingress Port | |Fort 2
= Users Port 3
= Privilege Levels Port 4 =
=SSH Policy Filter | | Any -
«HTTP3 Frame Type | |IPv4 -
= Port Security Limit
= Access Management
= 802.1X
~ACL MAC Parameters
= Poris

DMAC Filter

= Rate Limiters
= Access Control

List
»DHCP
Ng‘&M{f«C Source
uan
»ARP Inspection IP Parameters
PAAK IP Protocol Filter | TCP -
» QoS Configure IPTTL Any ~
pDiagnostics IP Fragment Any ~
rMaintenance IP Option Any ~
SIP Filter Host ~
SIP Address 192.168.1.2
DIP Filter Any ~

Action Permit  ~
Rate Limiter | | Disabled v
Mirror Disabled v
Logging Disabled v
Shutdown Disabled
Counter 0

VLAN Parameters

802.1Q Tagged | | Any ~
VLAN ID Filter | | Any
Tag Priority Any ~

<

TCP Parameters

Source Port Filter | | Any -
Dest. Port Filter Specific w
Dest. Port No. 23

TCP FIN Any -
TCP SYN Any hd
TCP RST Any ~
TCP PSH Any h
TCP ACK Any ~
TCP URG Any -

Access Control List Configuration

Auto-refresh [J | Refresh || Clear || Remaove All

[ ACE [ Ingress Port [ Policy | Bi

k | Frame Type [ Action | Rate Limiter | Port Redirect | Mirror | Counter [ |
[S)

Access Control List Configuration

Auto-refresh [ | Refresh || Clear || Remaove All |

ACE [ Ingress Port [ Policy / Bitmask |

Frame Type

[ Action | Rate Limiter [ Port Redirect [ Mirror [ Counter |

1 All Any

IPv4/TCP 23 Telnet SIP:192.168.1.2/32  Permit

Disabled Disabled Disabled

@0
! ©@O®
©)
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4-4, Security Configure

4-4-3. Access Management

® Security Configure

> Access Management& 0O|&

—

AS 2QE [
@ HYLSSEELIPEE
H

@58 L2EZ U

® 'Save'HES Z M*&

% Start IP Address2t End IP Addresso|
o

SLeIP Y= Al ST 191 IPRF H& S E
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17 19 2 2 25 i 35
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=l a

] 40 42

“
‘ L
8 Reset

w i &1

pInformation & Status
»Network Admin
»Port Configure
pAdvanced Configure
 Security Configure

ulJsers

= Privilege Levels

1 35H

«HTTPS

« Port Security Limit

s Access Management

#802.1X

PACL

»DHCP

HPEMAC Source
Guard

PARP Inspection

PAAA

»QoS Configure
p Diagnostics
»Maintenance

Access Management Configuration

[Wiode] [Dsabid v |
Delete | VLANID | Start IP Address \ End IP Address [ HTTPHTTPS | SNMP | TELNET | SSH
[ Delete | | 1] | 0.0.00] | 0.0.0.0] O O O O
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4-5, Diagnostics
4-5-1. Ping

@ Diagnostics > Ping2 2 0|5
@ PingS 2 IP =4 1

® 21 2ol
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pInformation & Status

pNetwork Admin ICMP ng
»Port Configure IP Address
pAdvanced Configure Ping Length
» Security Configure Ping Count
ol Ping Interval
w Diagnostics

= Ping

= Cable Diagnostics

= CPU Load

»Maintenance

0000

56

25/29

ICMP Ping Qutput

PING server 192.168.1.253, 56 bytes of data.

64 bytes from 192.168.1.253: icmp_seq=0, time=70ms
64 bytes from 192.168.1.253 icmp_seq=1, time=0ms
64 bytes from 192.168.1.253: icmp_seq=2, time=0ms
64 bytes from 192.168.1.253: icmp_seq=3, time=0ms
64 bytes from 192.168.1.253: icmp_seq=4, time=0ms
Sent 5 packets, received 5 OK, 0 bad
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4-5, Diagnostics

4-5-2. Cable Diagnostics

@ Diagnostics > Cable Diagnostics
@AHol2g HYY BEHS MY

CERET]

X PairA=1,2
PairB=3,6
PairC=4,5
PairD=7,8
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41

44
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a Reset

pInformation & Status
»Network Admin
»Port Configure
pAdvanced Configure
» Security Configure
»QoS Configure
wDiagnostics

= Fing

= Cable Diagnostics

= CPU Load

»Maintenance

Cable Status

Port | Pair A [ Length A [ Pair B [ Length B | Pair C [ Length C [ PairD | Length D
K 0 Ok 0 K 0 oK 0

2 4 [ a
.].l.l.l
a4l
1 3 § 7 9 1
VeriPHY Cable Diagnostics
[Port[[1 v]]
Ex
1 0
2 e -
3 -
4 _
5 -
B -
7 -
8 -
g -
10 -
1 -
12 -

Q
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4-6. Maintenance
4-6-1. Restart Device

@ Maintenance > Restart DeviceZ 0|&

@ 'Yes' HHE MEH

X HESHR g2 BE MHL XY

(e

RrstE.

Hegoropey
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pInformation & Status
pNetwork Admin
»Port Configure
pAdvanced Configure
» Security Configure
pQoS Configure
p Diagnostics
»Maintenance

= Restart Device

» Factory Defaults

» Firmware Upgrade

« Firmware Select

»Configuration

Restart Device

Yes

Are you sure you want to perform a Restart?
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4-6. Maintenance

4-6-2. Factory Defaults

@ Maintenance > Factory DefaultsZ 0|&

@ 'Yes' HHE MEH

% DE By &
A,

2|3t £| 1 startup-config2

Hegoropey
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kInformation & Status
»Network Admin
pPort Configure
» Advanced Configure

Factory Defaults

Are you sure you want to reset the configuration to

» Security Configure Factory Defaults?
p Q0S8 Configure

pDiagnostics
~Maintenance
= Restart Device s
= Factory Defaults
= Firmware Upgrade
= Firmware Select
»Configuration
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